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Llean u TeMaTHKa

Kypuan BOITPOCHI [TOJUTOJIOI'MU — nepuomudeckoe MEXIyHApOJHOE PELICH3HPYeMOe HaydHOE U3[aHUC B 0OJACTH I0-
JINTUYCCKHUX HCCJTC]IOBaHHﬁ. )KypHaJ'I ABJIACTCA MEKAYHAPOAHBIM KakK IO COCTaBy PEAAKIIMOHHOTO COBETA U PEAKOJUIETHH, TaK U IO
aBTOpPAM M TeMaTHKe ITyOInKalnii.

Hayunsrit sxypnan nznaercs ¢ 2011 roga B nznarensctBe «Hayka cerogus». C 2016 roma usaaercs nepeBojaHas (aHI.) BEPCHs
skypHaia. C MOMEHTa CBOETO CO3/IaHMs, )KypHAIl OPUCHTHPOBAJICS Ha BHICOKHME HAy4YHbIC H STHYCCKHEC CTAHIAPTAa U CCTOMHS SIBISCTCS
OJTHUM M3 BEAYIIHUX MOJUTOJIOTHYECKUX KYpHATIOB Poccum.

Ilenb xypHana — cIocoOCTBOBaTh HAyYHOMY OOMEHY M COTPYIHHYECTBY MEIK/Y POCCHICKUME H 3apyOeKHBIMU MOIUTOIOraMH.

)KypHaJ'l npeaHasHa4eH Uit HyGJTI/IKal.U/"/I Ppe3ynbTaTOB d)yHlIaMeHTaJ'ILHHX 1 IIPUKJIAAHBIX HAYYHBIX VICCJ’[E}IOB&HI/IY‘/‘L Temarnueckas
HAIPaBICHHOCTb )KYPHAJIA OTPAXKACTCS B CICAYIOLINX OCTOSHHBIX pyopHKax: «Mctopust u dpunocodus nonurukmy, «[lomutnueckue
MHCTHUTYTBI, MPOIECCHI U TEXHOJIOTHNY, «ITonmuTnueckas PETHOHATIMCTHKA U OTHOIIOJIUTHKAY, «[TonuTryeckas KynbTypa ¥ HACOJIOTUNY,
«[TonuTnueckue npodIEeMbI MEXIYHAPOJHBIX OTHOLICHUH U [NI00AIH3ALUID).

d)OpMaT Hy6JTPIKaL[VIﬁi Hay4HBI€ CTaTbH, OGSOPHHC Hay4YHBIE MaT€pHuajbl, MAaTEPHUaAJIbI KPYTIIBIX CTOJIOB, HAYyYHBIC PCLEH3UH, Ha-
Yy4HBIE COO6I.|.IBHMSI, IOCBSILLCHHBIC UCCIICI0BATCIIbCKUM npoﬁnemam B C(bepe TIOJIMTUKH U IOJIUTOJIOTHH.

B cBoeit JACATCIIBHOCTH pelIaKl.IMOHHLIﬁ COBET M PEAKOJUIETHA JKypHaJla PyKOBOACTBYETCA MPUHIUIIAMH, ONIPEACIIAEMBIMA BAK Poc-
CHHU Ul HAYYHBIX 5KYPHAJIOB, B TOM YMCJIE: HAJIMYUE UHCTUTYTA PELEH3UPOBAHMS Ul SKCIIEPTHOM OLEHKU KauecTBa Hay4yHbIX CTareil;
HHd}OpMaL{HOHHa}l OTKPBITOCTb U3JAaHNSA; HATTMIHUE U COGJ'I}O}IEHI/IC NpaBUI ¥ OTUYECKUX CTAHAAPTOB MPEACTABICHUA pyKOT[I/ICEﬁ aBTOpaMH.

LleneBoii aynuTopHei xypHaa SBIIOTCS POCCUHCKIE U 3apyOeKHbIE CIICLIUATHCTBI-IIOIUTONOIH, @ TAKXKE aCIUPAHThI H MArUCTPBI,
06y'-larou.mecu TI0 HaINpaBJICHUAM IIOJIUTOIOT S, TOCYAAPCTBEHHOE U MYHHUIIUIIAJIBHOE YIIPABJICHUE U MEKTYHAPOAHBIE OTHOLIICHHUA.

JKypHas cTporo mpHIep:KMBAeTCS MEKIYHAPOIAHBIX CTAHAAPTOB IMyOIMKALMOHHON STHKU, 0003HAYeHHBIX B jokymente COPE
(Committee on Publication Ethics) http://publicationethics.org
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Objectives and themes

Academic journal “Political Science Issues” is an international peer-reviewed scientific periodical in the field of political studies.
The journal has an international character because of the composition of its Editorial Board, its editors, its contributing authors and
topics of its publications.

The scientific journal is published since 2011 at the “Publishing House “Science Today”. Translated (eng.) version of the journal
is published since 2016. Since its inception, the journal was guided by high scientific and ethical standards and today it is one of the
leading political science journals in Russia.

The purpose of the journal is to promote scientific exchange and cooperation between Russian and foreign political scientists.

The journal is intended for the publication of the results of fundamental and applied scientific research. Thematic focus of the
journal is reflected in the following permanent headings: “History and philosophy of politics,” “Political institutions, processes and
technologies,” “Political regionalism and ethno-politics,” “Political culture and ideologies,” “Political problems of international rela-
tions and globalization.”

Format of publications: scientific articles, reviews, scientific materials, materials of round tables, scientific reviews, scientific
reports devoted to research problems in the field of politics and political science.

The Editorial Board and the editors of the journal in their activities are guided by the principles defined by VAK of Russia for scientific
journals, including: presence of the institute of peer review for the expert quality assessment of scientific articles; information openness
of the publications; availability and compliance with the rules and ethical standards for the submission of manuscripts by the authors.

The target audience of the journal is Russian and foreign specialists-political scientists, as well as graduate students and masters in
the fields of political science, state and municipal management and international relations.

The journal strictly adheres to the international publishing standards and publication ethics identified in the COPE (Committee on
Publication Ethics) document. http://publicationethics.org.

Full details of the journal and its editorial policy, requirements to the preparation and publication of articles, archive (issues since
2011) and additional information are available on the website: http://voprospolitolog.ru

E-mail address: voprospolitolog@yandex.ru
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O0OKMOpanm Kagheopwvl 2panicoanckoeo obuecmaa

u npasosoeo oopasosanus Hayuonanvrnoeo ynusepcumema
Vazbexucmana umenu Mupso Yayzbexa, accucmenm xageopul
dunocogpuu Tawkenmcrkoeo neduampuyecko2o MeOUYUHCKO20
uncmumyma, Pecnyonuka Y36exucman, 2. Tawkenm

XAPAKTEPUCTUKU KOHBEPTEHTHBIX
TEXHOJOTI'MH HOJIUTHYECKOI'O
MAHUITYIUPOBAHUSA, UCITOJIB3YEMbIX
B UHTEPHETE

B cmamve kaaccuguyupyromes mexnonroeuu ROIUMUYECKUX MAHURYIAYUL,
ucnonvsyemvle 6 Hnmepneme, u npeonazaromcs ux 6eKmopHvle, puzomopgHuie,
Kongepeenmmuwvie 2pynnvi. OOHAKO, UCX00s U3 00beMa camvl, 8 Hell NPUEOOUM -
€Sl CPABHUMENbHBIU AHANU3 MEXHON02UTE NOTUMUYECKUX MAHUNYIAYULL, KOMOpble
nonaoarom 8 KOHeepeeHmuyio epynny. B amom ciyuae na npumepe kaxcooii ana-
JUBUPYEMOTL MEXHONIO02UU BbIABIAEMCS MOM (PaKm, Ymo KOHEEPeeHMHble MeXHO-
nocuu ghopmupyromesi nymem 2ubpuouU3ayuL c8OUCMSE MexHoio2ull, npuradie-
AHCAUJUX K 2PYNNE 6EKMOPHBIX U PUBOMOPGHHBIX.

Knrouesnte cnosa: BEKNOPHASL NMEXHOIO2UA, pZ/L’)’OMOpd)HCl}Z MEexXHOJI02UA, KOH-
6EPCeHMHASl MEXHONI02U, MEXHONI02Usl APKO2O 0606W€Huﬂ, ucpoeds mexHojlocusl
COL;M(,ZJZbHOLZ omeemcneeHHOCnU, NMexHolocusl npocmsblx HapOdelx uep, mexHo-
Jlo2usl aemopumemmslx yumani, mexunoniocusi MHO2OKpamHo2co no6moperust, mex-
HOJlO2UA HAKJIeUueAHUs 3MmMUKemoK, mexHol02us peﬁmuHeoe;oeo Memoda, mpoi-
JIUHZ, HEHABUCMb, d)ﬂSm—me)CHOﬂOZM}l.
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CHARACTERISTICS OF CONVERGENT
POLITICAL MANIPULATION TECHNOLOGIES
USED ON THE INTERNET

This article classifies the technologies of political manipulation used on the
Internet and suggests their vector, rhizomorphic, convergent groups. However,
based on the size of the article, it provides a comparative analysis of political
manipulation technologies that fall into a convergent group. In this case, the
fact that convergent technologies are formed by hybridization of the properties
of technologies belonging to the vector and rhizomorph group is revealed in the
example of each analyzed technology.

Keywords: Vector technology, rhizomorph technology, convergent technology,
bright generalization technology, social responsibility game technology, simple
folk game technology, authority quote technology, multiple repetition technology,
label pasting technology, rating method technology, trolling, hatering, flashing
technology.

Today, Internet communications are emerging as a unique means of creat-
ing and interpreting political reality, both real and virtual. In many cases, media
constructs created in the virtual world violate the boundaries of the virtual space,
going as far as the realm of reality, where they become strong competitors of real
political actors. Political manipulation plays a crucial role in this process.

The technologies of political manipulation used on the Internet can be divid-
ed into three major groups:

1. Vector political manipulations. In the technologies included in this di-
rection, the subject and object of manipulation are clearly manifested, while the
subject has a direct influence on the object of manipulation. In this case, the form
and content of the manipulative content is selected in accordance with the pur-
pose, based on the socio-cultural, political, economic characteristics of the object.

2. Rhizomorphic political manipulation technologies. This type of manip-
ulation has a wide range, in the absence of a strict boundary between the ob-
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ject and the subject, and in the absence of a definite direction. Internet content
designed for such manipulation is generated and distributed in a self-impulsive
manner without regard to the characteristics of a specific target audience.

Convergent or hybrid political manipulation. Political manipulation tech-
nologies belonging to this group synthesize the properties of vector and rhizo-
morphic manipulation technologies.

This article provides a comparative analysis of some of the technologies of
political manipulation used on the Internet, which belong to a convergent group
in terms of size.

1. Bright generalization.

In the process of implementing this technology, the real essence of the ma-
terial presented to the Internet user is overshadowed and the emotional aspects
are exaggerated. In addition, the use of visual media such as memes, pictures,
gifs, images, short videos, comics in the implementation of this technology will
increase the effectiveness of its impact. In general, the technology of “bright gen-
eralization” is widely used in the coverage of global political realities. Types of
this technology can be distinguished, such as the use of fear or humor.

The technology of using fear often relies on superstitions, labels, and forms of
belief that cannot be rationally explained. Eliot Aronson, in his book The Age of
Propaganda, says that fear forces people to avoid the factors that provoke them.
“Fear keeps people away from the subject” [6. P. 161]. In turn, fear games (fear
of reality, personality, and information) create a certain cognitive barrier so that
the object of manipulation does not deepen in the study of what is frightening.
Aronson also said that “the more frightening the news, the more likely he is to
take protective measures” [2. P. 229].

1.1. Political “Xeppining”.

The manipulative effect of laughter occurs according to several characteris-
tics. Among them are: publicity and teamwork, mood swings and the ability to
synchronize the feelings of those who laugh, as well as the ability to harmonize
the commonality. When a person laughs, he gets rid of psychological pressure
and relaxes. As a result, his attention is reduced and he is practically unable to
assess the situation almost rationally. From this it can be said that a person who
laughs is a person who is open to manipulation.

This technology can be used in two different ways. In the first case, it is used
to ridicule a particular element of a political process or system. This method is
used to reduce the prestige of the subject of laughter [5]. Sarcasm and ridicule
Any political event in a particular country can lead to a slight decline in the
prestige of the individual [7]. In the second case, humor with a positive content
is widely used to overcome the hesitations in society about individuals who have
shown certain contradictions, and to arouse people’s sympathy for him.

The presence of the subject gives the listed technologies the properties of
the technologies belonging to the vector group. Any of the emotional aspects of
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the network are exaggerated, especially those that are able to attract the attention
of many and the information that is widely disseminated in the virtual space can be
deliberately leaked to the Internet. Using these technologies, the dissemination of
information in a manipulative spirit is carried out in a chaotic manner. This means
that this technology has a rhizomorphic property. It can be seen that the third group
in the classification of political manipulation technologies used on the Internet
proposed in this article combines both rhizomorphic and vector features.

2. Social responsibility game.

At the heart of this technology is the process of mutual exchange [3. P. 34].
When this technology is used, the purpose of manipulation is to form accounta-
bility to society. As Robert Chaldini points out, “responsibility wants to get rid
of a person because he has put a certain burden or pressure on them” [3. P. 48].
In turn, when the responsibility placed on the object of manipulation is not jus-
tified, it is subjected to serious critical discussion by the whole society or any
social group that is important to that person. This naturally forces the object of
manipulation to move in accordance with the purpose of the manipulator.

The principle of social proof is an important tool in the implementation of
the “social responsibility game” technology, which states that “the more people
who know the idea is true, the more it will come true” [3. P. 124]. Public opinion
on the Internet is reflected in the amount of reposts, subscribers, likes, as well as
activity in the process of writing comments and online voting. At the same time,
it should be borne in mind that the above-mentioned indicators that determine
public opinion in the virtual world can also be falsified through fakes. However,
it is a bit difficult to distinguish an ordinary internet user from a fake account.
The manipulative effect of the “game of social responsibility” technology is man-
ifested in the same way. On the one hand, the object of manipulation is concerned
with social responsibility, especially participation in rallies, elections and flash
mobs, and on the other hand, due to pressure from public opinion, he will not be
able to escape from them. This naturally causes it to act in accordance with the
demands of the public.

The vector feature of this technology is that it has a subject, and the impact is
targeted at a specific social category, such as young people, for a specific purpose.
At the same time, this technology also has a rhizomorphic property, according to
which the person under the influence of manipulation becomes a propagandist
and encourages others to perform the actions he once performed.

3. Simple folk game technology.

This technology is widely used in the electoral process, allowing a candidate
for a particular political position to increase the number of supporters by forming
his/her own image, providing a high level of trust and a strong connection be-
tween the candidate and the audience [7]. In recent times, social networks have
become an important tool in the widespread use of this technology.

According to S.V. Volodenkov, “the prestige of a particular political figure is
determined not only by what he does in real life, but also by his virtual activity,
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which is considered the social capital in the virtual world. For the electorate, the
candidate’s social network subscribers, the number of views and likes, the com-
ments on its content, as well as the attitude of other famous politicians about him
on social networks are important” [9. P. 301]. A politician who uses this technol-
ogy will allegedly run in the elections as a popular candidate.

The vector feature of this technology seems to be that in order to run a social
media page of a candidate for a particular political position, a group of experts
is required to develop a strategy for running the same page on a regular basis.
In the process of developing the strategy, the target audience and its socio-politi-
cal, economic and cultural identifiers will be formed, and the methods of political
advertising and PR will be selected accordingly. Usually, a candidate’s social me-
dia profile is required to reflect not only his or her professional activities, but also
details related to his or her personal life. Such a view of the content leads to the
formation of a large number of subscribers and an audience.Internet users who
subscribe to the candidate’s social network page will increase the number of sup-
porters of the politician by disseminating the manipulative message in the form
of “sensational” information.

4. Quote to authorities.

This technology is one of the “most basic, fundamental” and most common
technologies of manipulation. In its implementation, the opinions of celebrities
are quoted to prove the veracity of any dubious position. The fact that the quota-
tions are used as an argument to prove the authenticity of the manipulative infor-
mation when it is cut separately from the context of the text also distorts its true
content. This, in turn, shows the mapulative effect of the same technology. In this
way, an idea that a certain influential person has not said or written anywhere is
attributed to him.

The implementation of this technology is also done by quoting the opinions
of popular bloggers whose activities are funded by advertisers.

The vector feature of this technology seems to be that according to it, pol-
iticians are purposefully appealing to the opinions of influential people. When
addressing an audience, individuals who have the same authority and whose
opinion evokes goodwill in the audience are selected. Its rhizomorphic feature is
seen in the use of the opinions of influential bloggers who have won the trust of
internet users to a high degree, and as a result serve the dissemination of manip-
ulative information.

5. Multiplerepeat.

In the implementation of this technology, a particular political message is
disseminated simultaneously through several sources, including news sites, polit-
ical groups on social media, pubs, and websites. The mutual coordination of in-
dependent Internet sources in the dissemination of a particular political message
suggests that this technology has a vector character.

Re-broadcasting a particular political message by adopting “Multiple-repeat”
technology ensures that it reaches a large number of Internet users. Even an In-
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ternet user who has absolutely no interest in the manipulative message being
spread will sooner or later find out about it due to the use of this technology. If the
message repost method is used in the application of this technology, it acquires a
rhizomorphic property. Simply put, an internet user who sees a message circulat-
ing frequently on a friends ’page on a social network will start posting it actively
on their pages, instilling a sense of sympathy for the same information.

6. Label gluing technology.

This technology is one of the classic and fundamental propaganda technol-
ogies [2. P. 92]. A label is a brief piece of information that reflects a positive or
negative rating about a particular object [8. P. 258]. The history of political action
and advertising testifies to the fact that because of the simplification of the living
process, people prefer to live according to the labels. The label is also widely used
in today’s rapidly evolving Internet communications. The vector feature of label
technology is seen in the fact that it is deliberately designed to make a person’s
name famous for a specific purpose and is widely applied to the virtual world.
As mentioned above, people often use shortcuts in terms of saving the amount
of resources spent on detailed study of certain information. This naturally leads
to the rapid spread of the labels. The fact that this technology is also characterized
by rhizomorphic properties.

7. Rating method.

Although the rating method technology is somewhat similar to the false sta-
tistics technology, the scope of its application is wide. Indicators such as rating,
likes, comments, views, subscribers, reposts on the Internet are marked in the on-
line survey for this or that position. In this sense, a person who reacts to a position
that is widely supported on the internet is more likely to gain a lot of negatives
and ratings.

If the rating is open, it becomes a means of effectively absorbing any polit-
ical idea into the consciousness of the object of manipulation, relying on public
opinion [10. P. 213].

The possibility of the creation of fake ratings that serve the purposes of the
manipulator using fakes indicates the vector nature of this technology. Its wide-
spread dissemination by accepting information that has been popularized or mis-
represented by Internet users without verification determines the rhizomorphic
nature of the rating method technology.

8. Trolling/Flighting/Flaming.

In a general sense, trolling means fishing. Trolling is also reminiscent of on-
line fishing, in which the object of manipulation is “fish”, provocation acts as
“food” [4. P. 63]. Provocateurs, malicious “trolls”, and the activity of posting
resources of the same nature on the Internet are called “trolling”. The purpose
of trolling is to provoke conflicts, social tensions and even mutual insults among
Internet users [1. P. 48].

Heather trolling is a type of activity that involves reacting negatively to var-
ious events on the internet. As a result of heathering, more precisely, there are
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sharp arguments, contradictions and endless conflicts. Trolling can be compared
to black PR technology. A troll internet user seeks to increase his or her rating by
engaging others in meaningless, endless debates.

The vector feature of trolling technology can be seen at a glance. After all,
any provocation can be pre-planned and targeted. The rhizomorphic feature of
this technology appears to be that the trolling participant can be both a subject
and an object of manipulation at the same time. On the one hand, he enters into
an argument by expressing a negative attitude towards information that was pos-
itive before the debate.This is the intended action of the troll. On the other hand,
the debate initiated by the troll will continue indefinitely, causing other users to
interfere in this debate as well.

The technologies proposed in this article, which belong to the convergent
group of political manipulation technologies used on the Internet, were initially
purely vector in nature and later emerged as a result of hybridization of certain
technologies. Their emergence may be related to the factor of ease for people to
live in the political reality created by the manipulator. There is no need for in-
depth research in the political sphere, to determine who is right and who is wrong,
to make an effort to create a consciously chosen strong political position. Man is
an antientropic being, more precisely, a creature that seeks to overcome chaos.
In this sense, manipulation gives people the impression that it is a psychological
tool that presents the world in a form that is easy to understand and observe, with
an ordered structure.

Summarizing the analysis of the considerations put forward in this article, it
can be said that the convergent political manipulation technologies used on the
Internet have been little studied in research in the political sciences and need to be
studied extensively. Indeed, the effectiveness of convergent technologies of po-
litical manipulation can be seen at a glance. Because they are inextricably linked
with the political reality in the virtual world, which is happening in the eyes of
everyone interested in the Internet. It is impossible to fill the gap in research
on technologies belonging to the same group in a single article. In this sense,
the same article is of reference and prepares the ground for further research.
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